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Internet of Energy - Standards 

The EU/ARTEMIS project “Internet 

of Energy for Electric Mobility”  

(May 2011 until Sept 2014)  

investigates the integration of  

- electric vehicle infrastructure,  

- renewable energy resources  

- stationary electrical energy 

storage systems  

via buildings into the smart grid. 

At present, this integration is rather 

difficult because of a lack of 

standards, especially for the 

communication protocols. 
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Introduction 

customer 

generation 
distribution 

transmission 

 Smart Grid is composed by several domains 

 Intelligent and dynamic grid with distributed 

generation and storage options  

 Active participation by customers 

 The Smart Grid elements of each domain are 

interconnected through two‐way 

communication 

Convergence of TLC and Electrical Networks NIST: Smart Grid Domains 



Requirements 



Requirements - State of the Art 

Existing architectures of building automation systems 
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Requirements – beyond S.o.A. 

IEEE 1888: 
 An Open and Smart Energy Management Architecture based on IoT 

 

 We are faced with a 

 Heterogeneous System 

 Inter-domain Communication 



Requirements – beyond S.o.A. 

 Security and Privacy 

 User Authentication 

 On-demand Services 

 Scalable QoS 

 Latency 

 Bandwidth 

 Energy 

 

 

Source:  GESMA “Vision of Smart Home“ 
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Source:  Booz & Company analysis  

Communications Ecosystem 
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Solutions - Example Architectures 

HES: Headend System 

TLS: Transport Layer Security 

MDM : Meter Data Management   

CLS: Controllable Local System 

PKI: Public Key Infrastruktur  



 The MUS with Smart Meter Gateway Protection Profile was 

intended to be standardized by Common Criteria 

 

Solutions - German Protection Profile 

Moderne Verteilernetze für Deutschland 

„Verteilernetzstudie“ 

 Discussion that new and 

innovative concepts are 

cheaper 

 VDE DKE 

 Open concept 

 

rONT: Ortsnetztransformatoren,  

transformers for the local distribution system 

 

Verteilnetz:  distribution network 

 

conventional  

network expansion 
Demand side  

management 

Demand side  

management with  

rONT 
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Problems 

Smart electricity meters in Puerto Rico made to look foolish 
According to a report by US journalist Brian Krebs, the near ubiquity of smart meters in Puerto Rico is matched 

only by the frequency with which they are hacked. Krebs cites a 2010 FBI report, according to which spot 

checks by an unnamed electricity supplier found that around one in ten smart meters had been modified. The 

company estimates the resulting losses at up to $400 million (around €300 million) per year.  

According to the FBI, power thieves on the Caribbean island nation, an unincorporated territory of the USA, 

used optical probes to hack the meters via the infrared maintenance port. Suitable probes are available online 

for around $400 and are connected to a laptop which runs software to modify the meter's settings. The 

software needed to carry out the hack is freely available online. The hack does not damage the smart meter 

hardware or require its removal.  

It is also possible to get free electricity from the meters by placing a powerful magnet on the devices, the FBI 

says. Some customers use this method to disable the meters at night when running power-hungry air-

conditioning units, ensuring a cool night-time environment. The magnets are then removed during the day 

when the customer is out at work. This can reduce the electricity metered by up to 75 per cent. Because the 

meters continue to send readings to the supplier at regular intervals, the fraud is not easily detected.  

According to the FBI report, criminals are charging domestic users $300 to $1000 to have their meters hacked, 

rising to around $3000 for commercial customers. The FBI believes that former employees of the smart meter 

supplier and of the electricity company are cashing in by hacking the meters and by selling their knowledge to 

others.  

The FBI report does not give the name of the electricity supplier involved, but according to Krebs it can only be 

Puerto Rico's largest power company, the state-owned Puerto Rico Electric Power Authority (PREPA). The 

company reports that it has been installing remotely readable smart meters since 1992.  



Problems 

“The FBI assesses with medium confidence that as Smart Grid use continues to spread 

throughout the country, this type of fraud will also spread because of the ease of intrusion and 

the economic benefit to both the hacker and the electric customer,” the agency said in its 

bulletin.  

The feds estimate that the Puerto Rican utility’s losses from the smart meter fraud could reach 

$400 million annually. The FBI didn’t say which meter technology or utility was affected, but the 

only power company in Puerto Rico with anywhere near that volume of business is the publicly-

owned Puerto Rican Electric Power Authority (PREPA). The company did not respond to 

requests for comment on this story. The hacks described by the FBI do not work remotely, and 

require miscreants to have physical access to the devices. They succeed because many smart 

meter devices deployed today do little to obfuscate the credentials needed to change their 

settings, said according to Tom Liston and Don Weber, analysts with InGuardians Inc., a security 

consultancy based in Washington, D.C. Liston and Weber have developed a prototype of a tool 

and software program that lets anyone access the memory of a vulnerable smart meter device 

and intercept the credentials used to administer it. Weber said the toolkit relies in part on a 

device called an optical probe, which can be made for about $150 in parts, or purchased off the 

Internet for roughly $300. “This is a well-known and common issue, one that we’ve warning 

people about for three years now, where some of these smart meter devices implement 

unencrypted memory,” Weber said. “If you know where and how to look for it, you can gather the 

security code from the device, because it passes them unencrypted from one component of the 

device to another.” 
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Standards 



 Smart Grid Coordination Group 

 Smart Grid Report “Set of Standards” 

 Released version to SG-CG stakeholders for review 

 New Set of Standards planed to be published by the E of 2015 

 

 

 

Standards - IEC CEN-CENELEC ETSI 

For internal use only 
 Feedback until Oct. 7. 2014 



Standards - IEC CEN-CENELEC ETSI 

http://smartgridstandardsmap.com/ Covers the SGAM model 
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 “Set of Standards” 

 Reference Smart Metering architecture according to CLC TR 50572 

Standards - IEC CEN-CENELEC ETSI 



 Smart Grid Coordination Group 

 SGCG - Final Draft Report of the Working Group Interoperability  

to the Smart Grid Coordination Group 

 Survey: Highest Priority for Distribution Automation 

 Interoperability 

 Standardization 

 

 

Standards - IEC CEN-CENELEC ETSI 

For internal use only 
 Feedback until Oct. 7. 2014 



 Smart Grid Coordination Group 

 Smart Grid Information Security 

 

Standards - IEC CEN-CENELEC ETSI 

For internal use only 
 Feedback until Oct. 7. 2014 

Conclusion: 

It should be noted, that cyber security is a continuous 

effort and cannot be handled in one shot only. Neither  

can be a 100 % security achieved.  

Cyber security is a journey, not a destination. 



 Smart Grid Coordination Group 

 Report about Smart Charging of Electric Vehicles in relation to 

Smart Grid 

 This report is a result of work made by a working group under the 

CEN -CENELEC eMobility Coordination Group (EM-CG) and the 

CEN-CENELEC-ETSI Smart Grid Coordination Group (SG-CG), with 

the purpose of documenting different aspects of Electro Mobility 

Smart Charging. 

  

 Study Report on Electromagnetic Interference between Electrical 

Equipment/Systems in the Frequency Range below 150 kHz 

 Study Report on Electromagnetic Interference between Electrical 

Equipment/Systems in the Frequency Range below 150 kHz 

 Investigations in CENELEC SC 205A 

 Power Supplies as EMI Sources 

 Aging of Components is one of the Key Reasons for EMI 

 

 

 

Standards - IEC CEN-CENELEC ETSI 

For internal use only 
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Standards - ITU-T 

For internal use only 

Smart Grid 

Standardization Overview and Work Plan 

April 2014 SG15 meeting 
Contact persons for project updates: 

 



For internal use only 

Items SGs and aspects 

(1) M2M 

SG13 

Q3/13 USN, MOC 

QA/13 (currently Q3/13) Requirements for NGN evolution (NGN-e) and its capabilities including 

support of IoT 

QC/13 (currently Q5/13) Functional architecture for NGN evolution (NGN-e) including support of IoT 

Q12/13 Ubiquitous networking (object to object communication) 

SG15 Q1/15 IP home network and gateway 

SG16 Q25/16 USN applications and services 

(2) Smart metering SG15 Q15/15: PHY/DLL aspects of smart metering 

(3) Vehicle communication 
SG13 Q12/13 networked vehicle 

SG16 Q27/16 Vehicle gateway platform for telecommunication/ITS services /applications 

(4) Access and home 

networking 

SG9 

Q5/9 Functional requirements for a universal integrated receiver or set-top box for the reception of 

advanced content distribution services 

Q9/9 The extension of network-based content distribution services over broadband in Home Networks 

SG13 Q12/13 Next generation home network 

SG15 

Q1 IP home network and access network transport 

Q15/15: Smart Home (home networking related Smart Grid communications) 

Q18/15   Broadband in-premises networking  

SG16 Q21/16 home network services 

(5) Energy saving network SG13 

QN/13 (split from Q21/13) Environmental and socio-economic sustainability in Future Networks and 

early realization of FN 

Q12/13 Evolution towards integrated multi-service networks and interworking 

(6) Smart Grid 

Communications 
SG15 

Q15/15: various aspects related to Smart Grid Communications, from physical layer to transport of 

higher layer protocols 

(7) Security SG17 Q6/17 Security functional architecture for smart grid services using telecommunication network 

(8) Climate change SG5 Mitigation of climate change and improving energy efficiency 

Standards - ITU-T 



Standards - ITU-T  

Rec. No. Title Status Date 

G.9955 (2011) Narrowband OFDM Power Line Communication 

Transceivers – Physical Layer Specification 

Approved 

(To be deleted; 

superseded by 

G.9902, G.9903, 

G.9904) 

12/2011 

G.9956 (2011) Narrowband OFDM Power Line Communication 

Transceivers – Data Link Layer Specification 

Approved 

(To be deleted; 

superseded by 

G.9902, G.9903, 

G.9904) 

11/2011 

G.9901 (2014) Narrow-band OFDM power line communication 

transceivers - Power spectral 

density specification 

Approved 11/2012 

G.9902 (2012) Narrow-band OFDM power line communication 

transceivers for ITU-T G.hnem networks 

Approved 10/2012 

G.9903 (2014) Narrow-band OFDM power line communication 

transceivers for G3-PLC networks 

Approved 02/2014 

G.9904 (2012) Narrow-band OFDM power line communication 

transceivers for PRIME networks 

Approved 10/2012 

G.9905 (2013) Centralized metric based source routing Approved 08/2013 

G.9959 (2012) Short range narrowband digital 

radiocommunication transceivers – PHY & MAC 

layer specifications 

Approved 02/2012 

G.shp6 Smart Home profiles based on 6LoWPAN  Work in progress   

Q15/15 Recommendations related to Smart Grid Communications  



Standards - IEEE CSHBA 

 IEEE-SA Industry Connections  -  CSHBA  

Convergence of Smart Home and Building Architectures 
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There are striking similarities 
among the communications 
network architectures of smart 
home and building environments 
as they relate to applications 
including electric vehicle, home 
or building energy management, 
infotainment, etc. However,  a 
gap exists for interworking 
among these various domains. 

There are striking similarities 
among the communications 
network architectures of smart 
home and building environments 
as they relate to applications 
including electric vehicle, home 
or building energy management, 
infotainment, etc. However,  a 
gap exists for interworking 
among these various domains. 

Although today users are able to 
access many domains through 
their TVs, smart phones and 
tablets, an effort is needed to 
enable seamless user experience 
that spans multiple application 
domains. 

Although today users are able to 
access many domains through 
their TVs, smart phones and 
tablets, an effort is needed to 
enable seamless user experience 
that spans multiple application 
domains. 
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Standard for an Architectural 
Framework for the Internet of 
Things (IoT)  
 
IEEE P2413 

 

 



Standards - IEEE P2413  

 P2413 Purpose & Motivation  
 The Internet of Things (IoT) is a key enabler for many 

emerging and future “smart” applications and technology shifts 

in various technology markets. This ranges from the 

Connected Consumer to Smart Home & Buildings, E-Health, 

Smart Grids, Next Generation Manufacturing and Smart Cities. 

It is therefore predicted to become one of the most significant 

drivers of growth in these markets. 

 Most current standardization activities are confined to very 

specific verticals and stakeholder groups. They therefore 

represent islands of disjointed and often redundant 

development. The architectural framework defined in this 

standard will promote cross-domain interaction, aid system 

interoperability and functional compatibility, and further fuel the 

growth of the IoT market.  
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Standards - IEEE P2413 Scope 

 This standard defines an architectural framework for the IoT, 

including descriptions of various IoT domains, definitions of IoT 

domain abstractions, and identification of commonalities between 

different IoT domains. 

 The architectural framework for IoT provides: 
 reference model that defines relationships among various IoT 

verticals (e.g., transportation, healthcare, etc.) and common 

architecture elements 

 blueprint for data abstraction and the quality "quadruple" trust that 

includes protection, security, privacy, and safety.” 

 The architectural framework for IoT also provides a reference 

architecture that: 

 builds upon the reference model 

 defines basic architectural building blocks and their ability to be 

integrated into multi-tiered systems. 

 addresses how to document and, if desired, mitigate architecture 

divergence.  

30 



Standards - IEEE P2413 PAR 

 5.2 Scope: This standard defines an architectural framework for the Internet of Things (IoT), including 

descriptions of various IoT domains, definitions of IoT domain abstractions, and identification of 

commonalities between different IoT domains. The architectural framework for IoT provides a 

reference model that defines relationships among various IoT verticals (e.g., transportation, 

healthcare, etc.) and common architecture elements. It also provides a blueprint for data abstraction 

and the quality "quadruple" trust that includes protection, security, privacy, and safety." Furthermore, 

this standard provides a reference architecture that builds upon the reference model. The reference 

architecture covers the definition of basic architectural building blocks and their ability to be integrated 

into multi-tiered systems. The reference architecture also addresses how to document and, if strived 

for, mitigate architecture divergence. This standard leverages existing applicable standards and 

identifies planned or ongoing projects with a similar or overlapping scope. 

 5.4 Purpose: The Internet of Things (IoT) is predicted to become one of the most significant drivers of 

growth in various technology markets. Most current standardization activities are confined to very 

specific verticals and represent islands of disjointed and often redundant development. The 

architectural framework defined in this standard will promote cross-domain interaction, aid system 

interoperability and functional compatibility, and further fuel the growth of the IoT market. The 

adoption of a unified approach to the development of IoT systems will reduce industry fragmentation 

and create a critical mass of multi-stakeholder activities around the world. 

 5.5 Need for the Project: This standard will help to reduce current fragmentation in the various IoT 

verticals. By addressing the need for an IoT architectural framework, IEEE will fulfill its mission to 

benefit humanity by increasing the interoperability and portability of IoT solutions to both the industry 

and the end consumer. 

31 
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Summary 

 There are a lot of Activities: 

 IEC, CEN-CENELC, ETSI, NIST, ITU … 

 

 There a lot of Standards but different Implementations 

 

 Future Work: 

 Coexistence and Interoperability are still Issues 

 Certification of IoE Devices  

 Lack of standardized Data Models, Objects and according Standards 

 Standards for Security and Privacy by Design 



We need to contact 

many TCs, SCs and 

industry groups to 

make an ecosystem 

around us to minimize 

unnecessary 

competition. 

 

Thank you for your attention… 

Greg Jones  

Study Group 15 Counsellor 

International Telecommunication Union 

  



 Backup 



Introduction: Lantiq at a Glance 

 

~800 employees 

Broadband industry leader 

100M+ chips shipped/year 

Fabless 

Key Facts 

 

 70% R&D employees 

 Strong IP position: 2,000+ patents 

 Premier customer base 

 Very active in standards committees 

Continuous Innovation 

 

 Broadband Access Networks 

 Voice Products 

 Giga Home Gateways 

 

Markets Served 

 

Locations 

Global Presence 

Main R&D Locations 

Other Locations 



Release/Patent P&P 

 

• Release: The contributor acknowledges and accepts that this contribution is subject to the IEEE Copyright policies as 

stated in the IEEE-SA Standards Board Bylaws, section 7, 

http://http://standards.ieee.org/develop/policies/bylaws/sect6-7.html#7  

• Patent Policy and Procedures: The contributor is familiar with the IEEE Patent Policy and Procedures 

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6>, including the statement "IEEE standards may include the 

known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or 

applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  

Early disclosure to the IEEE of patent information that might be relevant to the standard is essential to reduce the 

possibility for delays in the development process and increase the likelihood that the draft publication will be approved 

for publication.  Please notify the chair of the IEEE P2413 Working Group, Oleg Logvinov, <oleg.logvinov@st.com>, as 

early as possible, in written or electronic form, if patented technology (or technology under patent application) might be 

incorporated into a draft standard being developed within the IEEE P2413 Working Group. If you have questions, 

contact the IEEE Patent Committee Administrator at <patcom@ieee.org>. 
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IoT architecture 
frame work 

Healthcare 

Home & 
Building 

Retail 

Energy 

Manufactur-
ing 

Mobility/ 
Transpor-

tation 

Logistics 

Media 
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IoT Markets & Stakeholders* 

Utilities 

Hospitals & Doctors 

ICT infrastructure 

providers 

Public transport 

companies 

City authorities 

Automation equipment providers 

Application 

developers 

Consumer equipment providers 

Appliances 

providers 

Manufacturing industries 

Logistics 

companies 

Regulators 

Consumers 

Facility 

management 

Insurance companies 

* due to the wide application area of IoT only selected 

markets and stakeholders are shown 

Retail stores 



IEEE P2413 External interactions 

• For a unified IoT architecture framework it is 

essential to interact with standardization activities 

for IoT-based vertical applications to 

• Cover the various applications, their requirements and 

specific IoT functionalities in the IoT architecture 

framework 

• Ensure that the framework can be referenced by these 

standardization activities as the base for their specific 

architecture definition 

• Besides interactions with standardization activities 

within IEEE, P2413 will strive to establish liaisons 

with other standardization bodies like IEC (e.g. 

Smart Manufacturing, Smart Grid) and ISO (e.g. 

Intelligent Transportation Systems, e-Health) on 

IoT matters.   
39 



IEEE P2413 Goals 

• Define an IoT architecture framework that covers the 

architectural needs of the various IoT application areas 

• Promote cross-domain interaction by increasing 

system interoperability and functional exchangeability 

to further fuel the growth of the IoT-based application 

market 

• Increase the transparency of system architectures to 

support system benchmarking, safety, and security 

assessments 

• Reduce industry fragmentation and create a critical 

mass of multi-stakeholder activities around the world 
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IEEE Standards Association (IEEE-SA) 
Internet of Things (IoT) Workshop 
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18-19 September 2014 

Computer History Museum 

in Mountain View, California, in the 
heart of Silicon Valley 

Two-day workshop 

2013 Workshop: 227 Attendees 

A combination of panel sessions and 
keynote speeches, along with product 
showcases 

A dedicated session for 

IEEE P2413 

Academia 

Automotive 

Consultant 

Electronics  

Energy  

other 

Power 

Research 

Semiconductor 
2013 Participation 
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IoT Pervasiveness 
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Join us! 

Join the IEEE P2413 Working Group 

http://grouper.ieee.org/groups/2413/ 

For additional information, please contact: 

Oleg Logvinov 

P2413 Chair 

oleg.logvinov@st.com 

or  

Brenda Mancuso 

IEEE-SA Project Manager 

 blmancuso@ieee.org 



 
 
 
 
 
 

 

Environments 
 Security & Privacy 

 (Cyber-Crime / war / Teror, acceptance and support of the residents'> NSA .......) 

 

Smart City require a large number of sensors and actuators 
 Minimum amount of energy required by Ultra Low Power Technologien-> 

 enables 

 Basis for energy harvesting and battery operation over long periods of time> 10 years 

 Economic installation (no wiring no permanent energy costs) 

 

Smart City require a large number of sensors and actuators 
 High data density on business processes and on all data transport routes. 

 Especially big challange the "first" hop on the field level (communication Sensors Actuators) 
since there is only a limited number of parties available technologies (radio frequencies and 
economically possible cabling systems!) 

 The co-existence of many different systems must be guaranteed from the outset by concepts 
both in terms of high number of data points and by Stepwise exchange through technology 
inovations. Example mobile GSM-GPRS-UMTS-LTE not disturb neither to physical nor logical 
level! 



Safety consequences 

low 

high 

high 

high 

authentication 

integrity 

Privacy/confidentiality 

WLAN WLAN (WEP) WLAN (WPA) 

eMail 

encryption 

signature 

GSM 

Wo soll sich 

SM 

positioniere

n? 

Be "forgotten" during deployment of 

a service security techniques, they are 

subsequently de facto no longer only 

partially implemented with high costs 

or only uncertain 



Common Criteria for Information Technology Security 
Evaluation 

Common Criteria or CC) is an international standard (ISO/IEC 
15408) for computer security certification 
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http://www.commoncriteriap

ortal.org/  Australia and New 

Zealand  

United States  

United Kingdom  

Turky  

Sweden  

Spain  

South Korea  

Norway  

Netherland  

Malaysia  

Japan  

Italy  

Germany  

France  

Canada  

Singapore  

Pakistan  

Israel  

India  

Hungary  

Greece  

Finland  

Danmark  

Czech Republic  

Austria  

Common Criteria is a framework in which computer system users can 

specify their security  

functional and assurance requirements (SFRs and SARs respectively) 

through the use of Protection Profiles (PPs), vendors can then implement 

and/or make claims about the security attributes of their products, and testing 

laboratories can evaluate the products to  

determine if they actually meet the claims. In other words, Common Criteria 

provides  

assurance that the process of specification, implementation and evaluation of 

a computer security product has been conducted in a rigorous and standard 

and repeatable manner at a level that is commensurate with the target 

environment for use. 

Common Criteria is used as the basis for a Government driven certification  

scheme and typically evaluations are  

conducted for the use of Federal Government agencies and critical 

infrastructure 
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Consumption Ferraris counters 

 1-Phase (2 Wire): 

 Voltage Circuit 3.9 

VA 

 Current Circuit 0.35 

VA 

 Total:  4.25 

VA 

   (37.23 

kWh/y) 

 

 3-Phase: 

 Voltage Circuit 6 VA 

 Current Circuit 3 x 

0.5 VA = 1.5 VA 

 Total:  7.5 

VA 

   (65.7 



Real-world electronic meters 

 1-Phase (2 Wire): 

 Voltage Circuit 0.3 W – 0.5 W 

 Current Circuit 0.01  W - 0.02 W 

 Total:  0.31 W – 0.52 W 

   (2.7 kWh/y – 4.5 kWh/y) 

 

 3-Phase: 

 Voltage Circuit 3 x 0.5 W = 1.5 W 

 Current Circuit 3 x 0.01 W = 0.03 W 

 Total:  1.53 W 

   (13.4 kWh/y) 

 Data above was taken from the data sheets 

of actual meters in production 
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Summary 

 The electronic electricity counter consumes less energy 

than the old fashioned Ferraris counter. 

 Meter itself consumes only 13.4 kWh/y against the previous 65.7 

kWh/y 

 Its power consumption is easily outpaced by the consumption of the 

communication interfaces. 

 The “smartness” of the meter increases the power 

consumption eventually to a point, where the new system 

consumes more energy than the old system. 

 A full featured smart meter might take about 8 kWh/y more 

 Power consumption of a smart meter heavily depends on: 

 The amount of data transferred 

 The number of transmissions per day (96 ?) 



 Up to 10.000 

devices may, 

under favorable 

conditions, be 

inside listening 

distance. 

Proposal: 

• Reduce 

transmission 

duration time 

by (Mesh 

networking ?) 

• additional  

frequency 

band 

• In the test area 

Smart City‘s ensely populated areas Conditions ->Findings from 
SM-gas / water / heat field studies in Vienna 



Communications Ecosystem 

Source:  GESMA “Vision of Smart Home“ 



 Standard for an Architectural Framework for the Internet of 
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